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Introduction 5

Introduction

Welcome to the SafePass manual.

In this guide you will learn how to handle the SafePass program.

The SafePass program is designed to allow you to manage all your other passwords with one
password.

Additionally, you can log in to websites that are protected by a combination of a username/email
address and a password.

There are several programs in circulation that do the same, but they can now be hacked or
cracked.

The working of SafePass is also a little bit different.

When you use the same computer with multiple people, it is possible for all these people to use
SafePass. Everyone has secured his own SafePass file with his/her own password.

This manual is part of SafePass version: 4.0.x.
It may be that the features in higher versions have been modified and / or expanded.

HJGSoft
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Install 7

Install

Download the program from HJGSoft's website: HIGSoft.com/safepass/download-safepass/.
Then run setup.exe.The installation wizard will take you through the process.

After that you can start and use the program.
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Design

Once you have started the program, you will see the screen below:

= SafePass [new file] - B
File Groups [tems Options Help

D__JB|@_‘Q|4}=|=I_|@ & = = by | = =W |0|;{ Registered.
Groups Items Standard | Other
Internet
MNetwerk
Cp
B
Wz |Logon
StealthMode = On Brute Force Protection = On (excl. Safe) 21-02-2018

If you have already used the program and stopped using your own file, then SafePass will start
with the last-used file. First, a password (associated with that file) will be requested:

= SafePass [new file] = =
File Groups Items Options Help

D_-JB|@_Q|%E|=L|@ & = =g | =W |®|x Registered.
Groups ltems Standard | Other
Internet
Metwerk
= Input (Attempt 1 of 9 | a
Input password for testdd 1.hjg: EI
| =
-
Wz |Logon
StealthMode = On Brute Force Protection = On (excl. Safe)

21-02-2018

At the top you see the menu (File, Groups, ...).
Below is the toolbar where most of the menu options can be found.

© 2018 HIGSoft
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3.1

The main screen consists of three parts:

1. Groups
2. ltems
3. Fileds

Groups

Under Groups, you can create groups that can contain different items. For example, under the
Network group, you see Item Windows. So you can put your different items into a logical group.

ltems
Under Items you can put your items that refer to "something" where you need to log in.
Fileds

Each item has a number of fields. These are:

On the Standard tab:
URL
Username (or email-address)
Password
Excepted characters
Extra
Login sequence

On the Other tab:
Expire date
Notes

The following sections explain the operation and the possibilities of each component.

Groups

You can add, rename, or delete groups.

Add

To add a group, follow these steps:
Open the Groups menu

Click the Add option
OR

In the toolbar, click the leftmost plus (+)

© 2018 HIGSoft
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A dialog window will appear:

< INPUT GROUP

Enter the narne of the new group:

Enter the name of the group and click the OK button or press Enter.

After that the group has been added:

= SafePass [new file*] = =
File Groups Mems Options Help
D;JH|@4&|‘1}’=“=L@|%='|=IJ@|=% |ﬁ|x Registered.

Groups ltems Standard | Other

Email ]

Internet
MNetwerk

Wz |Logon

StealthMode = On Brute Force Protection = On (excl. Safe) 21-02-2018

You see that the new group (in the example, the Email group) was added.

Also take a look at the title bar at the top. An asterisk (*) has been added between the blockbars
so that you know that the current file has changed.

Delete
To delete a group, follow these steps:

Click the group you want to delete
Open the Groups menu

Click the Delete option
OR

In the toolbar, click the leftmost minus (-)

You will see the following dialog box:

© 2018 HIGSoft
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CONFIRMATION

| Are you sure that you group Email (incl. all items]) want
S to delete?

If you really know, click the Yes button or press Enter.
If you are wrong then click the No button or press the Esc(ape) button.

Note: If you delete a group, you also delete all the underlying items of that group!

After that, the group has been removed:

-~ SafePass [new file*] = =
File Groups [Items Options Help

D]B|Eﬁh‘ﬂ|q}=@u}|%:@w|=% |®|x Registered.

Groups ltems Standard | Other
Internet
Metwerk
L]
Cp
-
Nz| |Logon
StealthMode = On Brute Force Protection = On (incl. Safe) 13-09-2017
Rename

To rename a group, follow these steps:

Select the group

From the Groups menu, choose Rename
OR

In the toolbar, click the 8th button from the left

A dialog box appears:
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3.2

< RENAME GROUP

Enter new name:

| [ |
Cancel

Enter the new name
Click the OK button or press Enter

Sort

You can sort the list of groups by selecting from the Groups menu the Sort option or by clicking the

toolbar on the leftmost sort button.

ltems
You can add, rename, or delete items.
Add
To add an item, follow these steps:
Open the Items menu
Click the Add option
OR

In the toolbar, click the rightmost plus (+)

A dialog window will appear:

= INPUT ITEM

Enter the name of the new item in the group Email:

Cancel

Enter the name of the item and click the OK button or press Enter.

After that, the item has been added:

© 2018 HIGSoft
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o SafePass [new file*] - O
File Groups Items Options Help

DOB QA+ =iy + =g =8 [ @ X Fegmens

Groups Items Standard | Other

EEI | | Gmail

Internet

Netwerk C
Cp
-

z| |Logon
StealthMode = On Brute Force Protection = On (incl. Safe) 13-09-2017

You can see that the new item (in the example, the Gmail item under the Email group) was added.

Delete
To delete an item, follow these steps:

Click the item you want to delete
Open the Items menu

Click the Delete option
OR

In the toolbar, click the rightmost min (-)

You will see the following dialog box:

CONFIRMATION

| Are you sure that you item Gmail frem the group Email
W want to delete?

If you are really sure, click on the Yes button or press Enter.
If you are wrong then click the No button or press the Esc(ape) button.

After that, the item has been removed:

© 2018 HIGSoft
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= SafePass [new file*] = =

File Groups Items Options Help

DEOE| @ A| ¢ —=hby| & —shfg| ZE | @| X  Registered.

Groups Items Standard | Other
Internet URL
Metwerk e
Username (or email-address)
C
Password c
Cp
Excepted characters
T
Extra
C
Login sequence
Wz| |Logon
StealthMode = On Brute Force Protection = On (incl. Safe) 13-09-2017

Rename
To rename an item, follow these steps:

Select the item

Choose from the Items menu the option Rename
OTn the toolbar click on the 12th button from the left

A dialog box appears:

= RENAME ITEM “

Enter new name;

[indows |
Cancel

Enter the new name
Click the OK button or press Enter

Sort

You can sort the list of items by selecting from the ltems menu the Sort option or by clicking the
toolbar on the rightmost sort button.

© 2018 HIGSoft
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3.3 Fields

When you have clicked an item in the Items list, you can edit the fields.

In the URL field, enter the item's URL.

In the Username field, type in the username or email address of the item.

In the Password field, enter the password of the item. The password is displayed as asterisks
(stars). By clicking the ellipse button (...) the password will be visible.

In the Excepted characters field, you can use the T button to choose characters that are not
allowed to appear in the password.

In the Extra field, you can enter additional login information, if necessary for login.
The Login sequence field is not editable here.

In the Notes section, you can enter the notes for this item.

In the example below, the fields of the Hotmail item are filled:

= SafePass [new file¥] = =
File Groups Items Options Help

BB 84|+ -y + —chig| =W ;| @| X  Regitered.

Groups Items Standard | Other
Internet URL
Netwerk http://www.hotmail.com C
Uszername (or email-address)
someone@hotmail.com C
Password C
s EI
90%
Cp
Excepted characters
T
Extra
C
Login sequence
Wz| |Logon
StealthMode = On Brute Force Protection = On (incl. Safe) 13-09-2017

If you clicked the ellipse button (...), the password will be visible:

© 2018 HIGSoft



Design 17

= SafePass [new file*] = =
File Groups Items Options Help
DOBI QA+ =iy + —ahiy =® | @ X Regotered
Groups Items Standard | Other
Erail ______________________|lHotmail |
Internet URL
Metwerk | http:/fwowew. hotmail.com |
Usermname (or email-address)
| someone@hotmail.com |
Password
C
0%
Excepted characters
| |
Extra
| |
Login sequence
Logon
StealthMode = On Brute Force Protection = On (incl. Safe) 13-09-2017

The bar below the Password indicates how safe your password is (from 0% to 95%).

The Cp button allows you to create a password, taking into account the Excepted characters.

With the C button, which you see behind the different fields, you copy the contents of the field to

the clipboard.

© 2018 HIGSoft
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Login sequence

In order to log in automatically, a so-called login sequence is used. This is a string of commands
that the program understands and will perform in a serial way.

The default login sequence looks like this:

<URL>(standard pause)<Username>[TAB]<Password>[ENTER]

This means that when you click the Login button (next to the Login sequence), the program
performs the following steps:

Open the default browser with the <URL>
Wait for a while (default 1 second)

Enter the Username

Click the Tab key (= go to next field)
Enter the Password

Press the Enter key

For most websites, this is the right sequence.

However, there are enough situations in which the default sequence does not work. Then you can
make the sequence using a wizard yourself.

Wizard
Click the Wizard (Wz) button next to the Login sequence box.

You will now see the following screen:

© 2018 HIGSoft
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= Make logon seguence

Ctrl Shift Alt

Commands
Field Keys <URL=
(none) v Add before -->
Esc Back Ins
Pause Tab | |Home Del S
(nene) A4 End Delete command
Enter
Up
Left Right
Down
Number
1
Add Undo Ermnpty sequence
Logon sequence
=URL>
Sequence Recorder oK

An example shows how this screen works.
You are going to make the following sequence:

<URL>{1 s}<Username>{0.5 s}[TAB]<Password>[ENTER]
A login sequence always starts with <URL>.
Now take the following actions:

In the Pause list, click the 1 s option
Click the Add button

In the Field list, click the Username option
Click the Add button

In the Pause list, click the 0.5 s option
Click the Add button

Click the Tab button

Click the Add button

In the Field list, click the Password option
Click the Add button

Click the Enter button

Click the Add button

Hereafter the screen looks like this:

Cancel

© 2018 HIGSoft
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= Make logon sequence
Ctrl Shift Alt
Commands
Field Keys <URL>
(nene) v Add before --» {15
Esc Back Ins — <Usernames
after -->
Tab | Home | Del {055}
Pause [TAB]
(none) b End Delete command <Password=
Enter
Up [ENTER]
Left Right
Down
MNumber
I
Add Undo Empty sequence
Logon sequence
<URL={1 s}« Username={0.5 s}[TAB]<Password=
[EMTER]
Sequence Recorder oK Cancel

In the Login sequence box you will see the sequence.
On the right you will see a list of the assignments.
In this list you can add or delete commands.

When you're satisfied with the sequence, click the OK button.

You are now seeing the filled Login sequence field:

© 2018 HIGSoft
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= SafePass [new file¥] = =
File Groups Iltems Options Help

D_]B|@ﬂ|q}z@@|q}:@@|=% |“|x Registered.

Groups Items Standard | Other
| [

Internet e

Metwerk hittp:/fwww.hotmail.com 5

Username (or email-address)

somecne@hotmail.com C

Password
HIG5oft_Secret1#0
90%

Excepted characters

Legin sequence
<URL={1 s}<Username={0.5 =}[T.
£ >

StealthMode = On Brute Force Protection = On (incl. Safe) 13-09-2017

Some sites are more complicated to log in.

For example, you could create a free email account on Zonnet. However, Zonnet has been taken
over by Tele2 and it is now hard to log in.

The trick is to do this first "manually" and note all keystrokes (without using the mouse).

To log in to Zonnet | have to use the following keys on the correct page:

15x Tab,
username

tab
alt+arrow-down
2x arrow-down
tab

password
enter

You can find most of the assignments.
But do not add 15 [TAB]'s!

The first assignment (15x tab) is as follows:

In the wizard, click the Tab button
Increase the field Number to 15:
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=l Make logon sequence

Ctrl Shift Alt

Field Keys
(none) ¥
Esc Back Ins
Pause TAB | Home| | Del
(none) W End
Enter
Up
Left Right
Down
Mumber
Add Undo Ermnpty sequence

Logon sequence
<URL>

Sequence Recorder

Click the Add button

Add before --=

Add after --»

Delete command

Commands

<URL=

0K

Cancel

You now see the command [TAB 15] added. This means that 15x must be pressed on the tab key.

To add Alt+Arrow-down, press the Alt, Down, Add key, respectively.

Eventually, this sequence looks like this:
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= Make logon sequence
Ctrl Shift Alt
Commands
Field Keys <UJRL>
(none) v Addbefore > | |[7g 15]
Esc Back Ins <Usernames
Pause Tab | |Home Del e [TAB]
[ALT+DOWN]
(none) W End Delete command [DOWMN 2]
Enter [TAB]
g <Password=
Left Right [ENTER]
Down
Mumber
1B
Add Undo Empty sequence
Logon sequence
<URL=[TAB 13]<Username> [TAB][ALT+DOWN]
[DOWN 2][TAB]<Password>[ENTER]
Sequence Recorder OK Cancel
4.1  Sequence Recorder

From version 3.0, SafePass has been expanded with a Sequence Recorder.
This allows you to record the Login sequence. It is also possible to record mouse operations and
run them later.

To activate the Sequence Recorder you must be in the Login sequence screen:
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Make logon sequence

5
Ctrl Shift Alt
Field Keys
(none) v Add before --»
Ezc Back Ins
Pause Tab | [Home | Del Add after >
(none) v End Delete command
Enter
Up
Left Right
Down
Number
1 s
Add Undo Empty sequence

Legon sequence
<URL>

Sequence Recorder

Commands

<URL>

x| oot |

At the bottom left you will see the button to start the Sequence Recorder.

Note: The operation of the Sequence Recorder has been modified in versions 3.1
and 3.2! The rest of this paragraph is based on version 3.2.

When you click the button, the screen of the Sequence Recorder appears:

Seguence Recorder

Record Mede ecord

Start

() Absolute

(®) Relative

I|:| Minimamize on recordingl

| Status: Ready for recording |

Record

o | [cmer |

The Sequence Recorder works as follows:

© 2018 HIGSoft
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For recording, the status must be "Ready for recording." For example, the URL can not be found
and then you can not record.

Hereafter you decide whether you want the recording to be absolute or relative; this has to do with
the mouse's position:

- Absolute = absolute screen coordinates;

- Relative = window coordinates, so the coordinates within the browser.

You can choose to minimize the screen during recording. After clicking the Start button, this screen
disappears. To stop recording, press the Esc(ape) key.

Click the Start button to start the recording:

The Browser starts with the URL;

The Start button changes to Stop or the screen disappears;

You can click the links and / or boxes with the mouse;

You can use the keys to navigate (THIS IS PREFERRED));

In the boxes where necessary, enter the access data;

To stop recording, click the Stop button or press Esc(ape) if the screen is minimized.

After you stop the recorder, the screen shows what is recorded:

= Seguence Recorder

Record Mode Record

(®) Absolute
() Relative
[[]Minimamize on recording

Status: Ready for recording

Record

<URL=

[MOWUSE LEFT ABS (2321, 418)]
[MOUSE LEFT ABS (1915, 696)]
<piet2puk.kom=

[MOUSE LEFT ABS (1915, 731)]
= PietjePuk2017>

[MOUSE LEFT ABS (1847, 757)]

oK Cancel

Now you need to mark the texts (between <and>) for the Username, Password, or Extra fields..
To do this, right-click on the text and then choose the appropriate field:

© 2018 HIGSoft



Login sequence 27

e Seguence Recorder
Record Mode Record
(® Absolute Start

() Relative

[[] Minimamize on recording

Status: Ready for recording

Record

<URL=
[MOUSE LEFT ABS (2321, 416)]
[MOUSE LEFT ABS (1915, 636)]

Treat as Username

[MO! Treat as Password

Treat as Extra

oK Cancel

After that, the text fields are converted to Sequence Commands:

= Sequence Recorder
Record Mode Record
(®) Absolute Start

() Relative

[[]Minimamize on recording

Status: Ready for recording

Record

<URL=

[MOUSE LEFT ABS (2521, 416)]
[MOUSE LEFT ABS (1915, 696)]
<Username>

[MOUSE LEFT ABS (1915, 731]]
<Password>

[MOUSE LEFT ABS (1847, 757)]

oK Cancel

If you click the OK button, the text fields in the main screen will be filled in in the corresponding
boxes. If the fields already have a value, SafePass asks for confirmation to overwrite it.
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If you are not satisfied then click the Cancel button and then restart the recorder for a new
recording.
If it looks good then click the OK button.

You will return to Login sequence window:

e Make logon sequence
Ctrl Shift Alt
Commands
Field KE)"S <|JRL=>
(none) v hsaloslusamal Bl [10USE LEFT ABS (2521, 416)]
= [[umEe ] s dda [MOUSE LEFT ABS (1915, 636)]
Pause Tab | |Home | Del after --> <Username>
[MOUSE LEFT ABS (1815, 721]]
(none) v End Delete command <Password>
Up Enter [MOUSE LEFT ABS (1847, 737)]
Left Right
Down
Mumber
1
Add Unde Empty sequence
Logon sequence
<URL=[MOUSE LEFT ABS (2521, 416)][MOUSE LEFT A
ABS (1915, 696)]< Username> [MOUSE LEFT ABS
(1915, 731)]<Password>[MOUSE LEFT ABS (1847,  ,
Sequence Recorder oK Cancel

Here you can edit the recording further.
It is important to add enough time for the execution of the assignments after the command URL
and after the MOUSE commands. Make sure there are plenty of pauses between:

£ Make logon sequence
Ctrl Shift Alt
Commands
Field Keys <URL=>
{none) v Add before --> 25
Ec( B Bk NI A o [MOUSE LEFT ABS (2521, 416)]
Pause Tab | Home | Del after--> {255}
[MOUSE LEFT ABS (1915, 636)]
(none) v End Delete command <Username>
U Enter [MOUSE LEFT ABS (1915, 731)]
P < Password>
Left Right [MOUSE LEFT ABS (1847, 7537
Down
Mumber
-
Add Unde Empty sequence
Legon sequence
<URL>{2 s}{MOUSE LEFT ABS (2521, 416)]{2.5 s} ~
[MOUSE LEFT ABS (1915, 696)]<Username> [MOUSE
LEFT ABS (1915, 731)]<Password>[MOUSE LEFT ABS ,
Sequence Recorder oK Cancel

On the main screen, the fields (Username and Password) are now filled automatically:
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&~ SafePass [new file*] - b
File Groups Items Options Help
DOB|& A+ —chiy| & —chiy| THW | @| X  Registered
Groups Items Standard | Other
Email \Websites ]
Internet URL
MNetwerk hitp://websites. hjgsoft.nl/ C
\Webshops |
Username (or email-address)
piet2puk.kem T
Password c
PietjePuk2017
Excepted characters
T
Extra
C
Login sequence
<URL>{2 s{MOUSE LEFT ABS (2! Logen
< >
StealthMode = On Brute Force Protection = On (incl. Safe) 13-09-2017

Important tips:

Try to avoid mouse actions, so use the keys as much as possible.

At the output, the mouse coordinates may differ by browser and / or by screen, which
means that there is no correct result at the output.

Build enough pauses between the assignments; Websites need time to load.
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Files

The Groups-ltems-Fields are stored in secure files.
Save
To save your file, follow these steps:

On the File menu, click Save

You will get a dialog box where you can give the file name or click an already existing file:

Save file as

'(-:. - 1 .« PppData ¢ Local » SafePass » test v & Zoeken in test 2

ke

G
G5
1

Organiseren = Mieuwe map @
. Documents =

. Pdf

. Pictures

. Public

18 Deze pe

Geen zoekresultaten.

= Afbeeldingen
jm Desktop
| Documenten
& Downloads
o Muziek
& Video's
wa 05 (C) v

Bestandsnaam: | example

Opslaan als: | *.hjg

~ Mappen verbergen Annuleren

In the File name box, type the name of the file
OR
Click on an existing file (will be overwritten!)

Click the Save button

Now you must secure the file with a password:
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G Input password ﬂ
Input password
Input password again

OK | | Cancel |

Enter the password in both boxes (Note: You only see asterisks (*))
Click the OK button
In the notification box, click OK again

The file is now saved:

- SafePass [example.hjg] = &
File Groups Items Options Help

QI&E'@]3|%‘=@|%‘=@|=E |®|x Registered.

Groups Items W‘m‘

Email

Internet URL . .

rI | hitp://websites.hjgsoft.nl/ |
Username (or email-address)
| piet2puk.kom |
Password

PietjePuk2017

e
Excepted characters
| |
Extra
| |

Login sequence

<URL>{2 s}[MOUSE LEFT ABS (2 Logon

< >

StealthMode = On Brute Force Protection = Off 13-00-2017

In the title bar you will see the name of your file between the blockbars.

Important: Take a strong string for the password of your file. It is the only password you
must remember.

Open
To open a file, follow these steps:

On the File menu, click the Open option
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You will now see a dialog box where you can click on your file:

F Open existing file
:(__-) * T .« AppData » Local » SafePass » test v & Zoeken in test o
Organiseren = Mieuwe map oy 0 @
@ OneDrive -
J Tzip
. Documents
. Pdf
. Pictures
. Public Geen
1% Deze pc voorbeeld
= Afbeeldingen seschikbaar
je Desktop
| Documenten
4 Downloads
o Muziek
gl Video's
i 05 (1) ¥
Bestandsnaam: | example.hjg v |"hig i

Openen Annuleren

Click on your file
Click the Open button

You must now enter the password of the file:

= Input

Input password for example.hjg:

| |
Cancel

Enter the (correct) password
Click the OK button or press Enter

Print
You can also print the current file.
On the File menu, click the Print option

You will see a dialog:
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Afdrukken

Printer
Maam: Send To OneMaote 2013 v | |Egenschappen...

Status: Gereed
Type: Send to Microsoft OneMote 15 Driver

Locatie:  nul:
Opmerking:
Afdrukcbereile Aantal
() Alles Aartal exemplaren: |1 =
Pagina’s

4 | Sorteren
Selectie _Ly _2lg 3
——

Choose the right printer
Enter (if any) the number of copies
Click the OK button

Your file will now be printed.
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6.1

Security
Brute Force

HJGSoft is committed to keeping your files as safe as possible.
However, hackers will always be keen to crack your secure files.

A commonly used method used for this is the so-called Brute Force method. This method tries to
open the protected file with (many) different passwords.

To combat this, a Brute Force Protection has been built in SafePass, from version 1.3. This
ensures that after a maximum of 9 attempts, the file is disabled.

However, this is also a risk to the user. Therefore, your file can also be sent to HIGSoft which will
keep the files safe and offline.

Key-Logging

Another threat that has existed for a long time, but lately is being used are so-called key-loggers.
These are programs that intercept all keystrokes and send it to an external address. And this is of
course not the intention when using usernames and passwords.

From version 4.0, SafePass offers you the ability to use a virtual keyboard, not seen by key-

loggers. Also, with the automatic login from SafePass, the "keyboard" will no longer be used.
This all happens under the so-called Stealth Mode.

File Security

Whatever happened, from version 3.0, but we have never emphasized that, every SafePass
update changes the file format. If an attacker is unexpected to crack a SafePass file then he/she
can restart after an update.

It is therefore important that you do not ignore the updates, but install them!

Lock Screen

You can protect the SafePass screen so that when you're out of "office”, others can not see the
contents of SafePass.

Pwned

From version 4.6 there is a connection with the database of the site Have | Been Pwned?. This
means that it is possible to see if the Username, if this is an e-mail address, has ever been
hacked.

Brute Force Protection
Use
First of all, you need to do some settings:

Go to Options --> Settings:
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4 General

- Standard pause
- Sorting

- Protection

- Motifications

- Language

- Updates

- Workfolder

4 Shortcuts

- URL box

- Username or email box

4 Brute Force Protection
. 5 SMTP settings
4 Stealth

Keyboard

Settings

Brute Force Protection

Brute Force Protection
Mumber of atternpts allowed
P 3

Mail last file

SMTP settings

Cancel

If you want to use Brute Force Protection then check the box for Brute Force Protection.
Choose the number of attempts that may be made to open a file (at least 1, up to 9).

If you also want to send your file (s) to HIGSoft, check the Mail Last File box.

It is then necessary to set your SMTP data as well. These can usually be found in your email

program:

a General

- Standard pause
- Sorting

- Protection

- Motifications

- Language

- Updates

- Workfolder

4 Shortcuts

- URL box

- Username or email box

4 Brute Force Protection

L[ SMTP settings

4 Stealth
Keyboard

Settings

SMTP settings
Host <your smtp host>
Port 25
User =user smtp host=

Password | « password:=

Cancel
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These are the global settings.

In order to actually use the Brute Force Protection, you must enable this option (BFP) from the File
menu:

SafePass [test41.hjg] - o

b

File | Groups ltems Options Help

" | New |4]=='ELI‘_{',I|4}==”=I-'|HJ|=% |ﬁ|gg Registered.
| Open Items Standard | Other
B seve | [Google
LE:] Print
A Print font
5]  Print...
BFP
Export
import T
Cp
XK Bdt

Nz| Logon

StealthMode = On Brute Force Protection = On (incl. Safe) 13-09-2017

If you then save the file, the Brute Force Protection will apply to that file.
Do you have a file where you do not want to use the Brute Force Protection then turn off the BFP
option before saving the file.

If you open a file protected by Brute Force Protection, you will see this in the password screen:

= Input (Attempt 1 of 9)

Input password for testd1.hjg:

| |
Cancel

When the maximum number of attempts is reached, the file is overwritten and all information has
disappeared. The file has become unusable. The file will add the .killed extension

Important: You MUST be registered to make use of this option. This is due to
the fact that HIGSoft offers you room for storing your files and
possibly returning your files.

Important: Only your last three files will be saved.
Important: Per day you can send up to 3 files (max) to HIGSoft; this to prevent
spame-like issues. If you have reached the maximum, save the file

again the next day.

From version 3.0, each (next) version will be provided of another security algorithm. This increases
the security of your files. SafePass will automatically detect when you open an "old" file:
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SafePass

The file has been saved with an clder version,
Do not forget to save the file again in this version!

The "old" file will be viewed by SafePass as "changed". Do not forget to save the file again!

6.2 Stealth Modus

From version 4.0, SafePass can work under a Stealth Mode.
The Stealth Mode has 3 types:

- Off - SafePass works as in the latest version 3.x

-On - SafePass will no longer use the "Keyboard" (simulation) auto-login, but another
method so that will prevent key-loggers to gather information. You can also
activate the virtual keyboard at most input locations by double-clicking the mouse.

- Strict - See On (above). SafePass will automatically display the virtual keyboard at each
entry field that is critical (e.g., Password or Open File).

The Stealth Mode can be changed in Settings (Options menu --> Settings) on the Stealth tab:

= Settings

4 General Stealth
- Standard pause StealthMode
- Sorting [i - On)] |v
- Protection 0-Off
- Motifications 1-0n
- Updates
- Workfolder
a Shortcuts
- URL box
- Username or email box

a Brute Force Protection
| L SMTP settings
4 Stealth

i Keyhoard

Cancel

Virtual keyboard
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You can find the settings for the keyboard on the Stealth-Keyboard page in the Settings:

= Settings

4 General Keyboard
- Standard pause KeyboardSize
- Sorting 135 @)
- Protection - —
40 )
- Motifications - R
- Language o
- Updates Keyboard Animation
- Workfolder Enlarge keys
4 Shortcuts [+] Show keys bold
- URL box [+] Laat character visible
- Username or email box

4 Brute Force Protection EEE

| L SMTP settings 0.3 wv| sec.
4 Stealth
‘-|Keyboard Prograrmn F-keys

Cancel

The virtual keyboard is active when the Stealth Mode is On or Strict.

When you double-click an input field, a virtual keyboard will appear:
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= Keyboard: Enter URL

Fi F2 F3 F4

q w e r t ¥ u I a
a 5 d f g h ] k
Caps z X = v b n | m
Shift
Size
)25 @3 (35

|::-::| AD |::-::| A5 |:::::| 50

Fa

Shift

F&

0K

Backspace
{ 1
| n
) Enter
Cancel

The keyboard works like a physical keyboard, just click on the desired characters with the mouse.
If you have a touch screen, you can also touch the keyboard with your fingers via the screen.
In the title bar of the virtual keyboard, you can see from which field it is activated so you always

know what kind of information you need to type.

At the bottom left you can change the size of the virtual keyboard (this can also be done via the

settings).

If you need to enter a password using the virtual keyboard, the display will show standard

asterisks:
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= Keyboard: Enter Password “
'ﬁ'ﬁ'ﬁ'ﬁ'ﬁ'ﬁ'ﬂ‘l s
W
F1 F2 F3 F4 F5 F&
~ ! m || # | | B * [ } _ + | |Backspace
. 1 234 s{afT7 (8|90l -]=]"¢4 }
g || w |l e r t ¥ [ u i o | p [ ] \ | !
a s d f ] h i k | : ' < > ? Enter
Caps z X c v b n|lm]j , !
Shift Shift
Size
()25 @30 ()35
4 O45 (50 | oK | | Cancel

At the top right, a button with the ellipse symbol (...) appears. When you click this button you will
see what you entered:
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= Keyboard: Enter Password “
HIG5oft
F1 F2 F3 F4 F5 F& | I
~ ! m || # | | B * [ } _ + | |Backspace
: 1 2 3|4 e| T 8|90 - = || { }
g || w |l e r t ¥ [ u i o | p [ ] \ | !
a s d f ] h i k | : ' < > ? Enter
Caps z X c v b n|lm]j , !
Shift Shift
Size
()25 @30 (O35
4 O45 (50 oK | | Cancel

The keyboard also has 12 Function keys (F1 through F6 and with the shift key pressed F7 through
F12).

These twelve function keys are the same as keyboard shortcuts as you can use them in the URL
and Username fields.

You can change these settings using the Settings:
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= Settings

4 General Keyboard
- Standard pause KeyboardSize
- sorting O35 ®3 O3B
- Protection O 05 050
- Motifications
- Language .
- Updates Keyboard Animation
- Workfolder [¥]Enlarge keys

4 Shorteuts [+] Show keys bold
- URL box

Laat character visible

Animation time

- Username or email box

a Brute Force Protection
; 0.5 w| =ec.

. i SMTP settings
a Stealth
‘| Keyboard Program F-keys

Cancel
= Settings

4 General URL box
- Standard pause Ctrl+D/F1 | com
- Sorting
- Protection Cirl+E/F2 | edu
- Motifications
- Language Ctrbe /3 | hitpe/y
‘E'JVPDE:::::Tder Ctrl+N/F4 | i
4 Shortcuts Ctr|+5,"F5 httFlS:-'r-’r
- Username or email box Ctrl+W/FB| .
4 Brute Force Protection
. L SMTP settings
4 Stealth
.. Keyboard

Cancel

© 2018 HIGSoft



Security 45

6.3

- Settings
4 General Username or email box
- Standard pause Ctrl+D/FT | com |
- Sorting
- Protection Ctrl+E/F8 | edu |
- Motifications
- Language Ctrl+N/F9 | .l |
tﬁi:ls o Ctrl+Shitf+G/F10 | @gmail.com |
4 Shortcuts Ctrl+Shift+H/F11 | @hotmail.com |
- URL box
| Username or email box Ctrl+Shift+K/F12 | @kpn.nl |
4 Brute Force Protection
i L SMTP settings
4 Stealth
. Keyboard

oK | | Cancel

Lock Screen

You can protect your SafePass screen so others can not see the content when you're not behind

your screen.

Activation occurs with Ctrl+L:

& SafePass [new file]

File Groups Items Options Help

Pincode

(I

HJGSoft

Your key tot success!

For more information see HIGSoft.com.

Mew in 5afePass version 4.0:

-StealthMode:

To give Keyloggers no chance, SafePass can now work in
StealthMode, This means that logging-in takes placein a
different way, so that no keyboard is simulated. Also, with a
double click on most fields, you can use a virtual keyboard. If
StealthMode is "2 - strict” then the virtual keyboard
automatically appears in critical operations.

-Virtual keyboard:

The virtual keyboard is a qwerty keyboard that does not use the
real keyboard so Keyloggers can not intercept the keystrokes,
Also, the virtual keyboard contains 12 function keys (6 plain and
& with Shift) that can be programmed through the Settings,
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To unlock the screen, you must enter a PIN. By default, this is '0000' (4 times a zero).

he PIN can be customized via the Options menu --> Lock Pin:

A PIN

Enter PIM (min. 4 char.)

| ®
Cancel

The PIN will be saved to the current file.

You can also automatically activate the Screen Lock after a certain time through Settings:
Settings

4 General Protection

- Standard pause [¢] Automatic  After | 15 = minutes
- Sorting

On minimize
- Motifications

- Language

- Updates

- Worlfolder

4 Shortcuts

- URL box

- Uszername or email box

4 Brute Force Protection

. i SMTP settings
4 Stealth
Keyboard
6.4 Pwned

Have | Been Pwned (https://haveibeenpwned.com/) is a website where you can check if an e-malil
address has been hacked before. If that is the case then the website will gives details.

From version 4.6 this site is integrated in SafePass. This gives you the opportunity to check in
SafePass whether the e-mail address you use as a Username is safe.

In the bottom right of the Username box, a signal button has been added that indicates the status
of Pwned:
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= SafePass [test46_1.hjg] = =
File Groups Items Options Help
DEOEH| @ A| &+ —=i6y| & —=hg| THW | @| X  Registered.
Groups Items Standard | Qther
_Gsm o URL
Internet http:/www.hotmail.com C
Netwerk
Webshops Username (or email-address)
someone@hotmail.com C
Password c
]
85%
Cp
Excepted characters
T
Extra
C
Login sequence
Wz| |Logon
StealthMode = On Brute Force Protection = Uit 23-09-2018

If the status is not clear or has not yet been checked, there is an I-symbol.

If you click on the I, the e-mail address in the Username box will be checked.

If this e-mail address does not appear in the Pwned database, a green check mark will appear:

v/

If the e-mail address is found in the Pwned database, a hand with the thumb down will appear:

If you click on the hand, you will see the details. For this the Reporter is opened:
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o Print - O
Field WITite [#B [J1I [JU [JHR MNumbering

w | | SafePass: Summary of groups and items: Geen telling v Clear Open Save
Template B | U Tab Enter HR Tab= |3 2 nbsp Show groups

Fill Print Arial hd 73 > % | Source | | Pins Save [JCSs Open
Arial

[Title: 000webhost

Breach Date (Date of hack): 2015-03-01
Added Date: 2015-10-26

Modified Date: 2017-12-10

Description: In approximately March 2015, the free web hosting provider 000webhost suffered a major data breach that exposed
almost 15 million customer records. The data was sold and traded before 000webhost was alerted in October. The breach included
names, email addresses and plain text passwords.

Compromised data: Email addresses, I[P addresses, Names, Passwords
Title: Btracks

Breach Date (Date of hack): 2017-06-27

The Title indicates which website or organization the e-mail address is known to.
Then 3 dates follow:
Breach Date - This is the date of the hack;
Added Date - The date on which the hack was included in the database;
Modified Date - The date on which the database for this item was last modified.
Below is a Description.
Behind Compomised data you can see which parts are involved in the hack.

In these cases it is advisable to change the e-mail address as the Username and / or change the
password associated with the Username.

Pwned in bulk

Via the Reporter (menu File -> Print ...) you can have all addresses checked.
You can use the following template for this:

[B][GroupName Seperated][/B]
[TAB][I][ItemName][/I[ENTER]
[TAB][TAB][Email/lUsername][ENTER]
[TAB][TAB]Is Pwned? [B][IsPwned?][/B][ENTER]
Pwned info:[PwnedInfo][ENTER]

When you click on the Fill button you will get a report with Pwned data:
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'E Print - B
Field #Title [#B [J1I [JU [¥HR Numbering
v| |Safepass: Summary of groups and items: | | Groups+items (1.a) v| | Clear | |Open| | Save | |C|ose|
Template B | U Tab Enter HR Tab= (4 [ nbsp

[Bl[GroupMame Seperated][/E]
[TAB][[ItermMame][/1][ENTER]
[TAB][TAB][Email/Username][ENTER]
[TAB][TAB]Is Pwned? [B][IsPwned?][/B][ENTER]
Pwned info:[PwnedInfo][ENTER]

Nebshops

Show groups

| Fill | |Aria|

Show groups

[Bl[GroupMame Seperated][/B]
[TAB][I][lternMame] [/I][ENTER]
[TAB][TAB][Email/Username][ENTER]
[TAB][TAB]ls Pwned? [B][IsPwned?][/B][ENTER]
Pwned info:[Pwnedinfo][ENTER]

Email
Gsm

Internet
MNetwerk
Nebshops

V| |?5 %| % |Source || Pinsl | Save | [JCSS Open| None
Arial
|SafePa55: Summary of groups and items: e
1. Email
a. Hotmail
someone@hotmail.com
Is Pwned? Is Pwned!
Pwned info:
Title: 000webhost
Breach Date (Date of hack). 2015-03-01
Added Date: 2015-10-26
Maodified Date: 2017-12-10
Description: In approximately March 2015, the free web hosting provider 000webhost suffered a major data breach that exposed v
= Print =
Field MTite B [J1 [Ju [MHR Numbering
v| |SafePass: Summary of groups and items: | |Groups+items(1.a] v| | Clear | |0pen| | Save | | Close|
Template B | U Tab Enter HR Tab= |4 (3] nbsp

| Fill | |Aria|

Arial

Y] |

Is Pwned? no valid e-mailaddress
Pwned infa:
3. Internet
a. Google

%| %% |Source| | Pinsl | Save | Llcss Open | None

Is Pwned? no valid e-mailaddress
Pwned info:

4. Netwerk
a. Windows

Is Pwned? no valid e-mailaddress
Pwned infa:

5. Webshops
a. Websites
piet2puk@puk kom
Is Pwned? Not Pwned.
Pwned info:

In the main screen you will find the results for the different items:
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- SafePass [test46_1hjg*] - -

File Groups Items Options Help

Q@E|@A|%@@|%Eﬁ@|=m |®‘x Registered.
Groups Items W’m
Ernail e

Gsm e URL
Internet http://websites.hjgsoft.nl .C
MNetwerk | | .

Username (or email-address)

| piet2puk@puk.kom |

P d V
ASSWOT
e L]
<

Cp
Excepted characters

| | [7]
| | [<]

Login sequence

<URL={2 s)[MOUSE LEFT ABS (2 Logon
>

£

StealthMode = On Erute Force Protection = Uit

23-09-2018

Automatic Check

On leaving the Username box, if something has changed, SafePass can automatically check the
Pwned-status.

You can adjust the settings for this feature (Menu Options -> Settings):

= Settings n

4 General Pwned
- Standard pause

Check Pwned on exit Username
- Sorting

- Protection

- Motifications

- Language

- Updates

- Workfolder

4 Shortcuts

- URL box

- Username or email box

4 Brute Force Protection
. SMTP settings

4 Stealth

PoL Keyboard

Ok | | Cancel ||
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7 Expire Date

From version 1.7, a expiration date has been added to the items.

The default value is 30-12-1899 indicating that the date is not filled.

When you click the Choose Date button you will see a calendar:

File Groups Iltems Options Help

SafePass [new file*]

Q&E|@A|q}um|§ﬁ|q}um|§1}|=% ‘ﬁ|x Registered.

Groups ltems

(et Jffvotrnit |

Internet
Netwerk

Select a date n

4 september 2018 4

ma di wo do v za zo
27 28 29 30 31 1 2
3 4 5 68 7 8 9
011 12{731 14 15 18
17 18 19 20 21 22 23
24 25 26 27 28 29 30
12 3 4 5 6 7

[ Vandaag: 13-9-2017

Standard Other

Expire date:
Motes

30-12-1889 3¢ |Choose date

StealthMode = On Brute Force Protection = On (excl. Safe)

Here you can choose the expiration date.

13-09-2017

When the date is almost expired (within one month), a message will appear:
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L&

-

SafePass [new file*]
File Groups Items Options Help

Q@E|@A|%=@|%=@|=E ‘®|x Registered.
Groups Standard | Other
Expire date  10-10-2017

Motes

ltems

Internet
Metwerk

SafePass

Date is almost expired!

StealthMode = On Brute Force Protection = On (excl. Safe)

13-08-2017
The date color changes to bold pink.
When the date expires, you will also receive a notification:
e SafePass [new file*] - 0O

File Groups Items Options Help

EEE & 4| % ==hig| & ==hby| =T 7| @| X Registered.

Sroups | ltems Standard | Other
Email
E Expire date: 1-8-2017 ] Choose date
erl
\lotes

SafePass

Date is expired!

StealthMode = On Brute Force Protection = On (excl. Safe)

13-09-2017

The date color changes to bold red.

In addition, the notifications appear once per item per session.

If you do not want to see natifications you can disable them via the settings:
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4 General

- Standard pause
- Sorting

- Protection

- Language

- Updates

- Workfolder

4 Shortcuts

- URL box

- Uzername or email box

4 Brute Force Protection

L. SMTP settings

4 Stealth

Keyboard

Settings

Motifications
SMode
Middle

W

Message on date expireing

Cancel
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8 Print...

From version 1.8 there is a new Print screen in SafePass.
This screen is experimental. This means that everything is not working properly yet.
You open the screen from the menu File-->Print...

The screen looks like this:

= Print = B
Field [Titte [¥B [J1 [Ju [IHR Numbering
v | | SafePass: Summary of groups and items: Geen telling v Clear Open Save
Template B | U Tab Enter HR Tab= |3 2 nbsp Show groups
Fill | |Print| | Arial v| |75 % % | Source | | Pins Save | []CS5 Open

Arial

In the top section, you build the template.
The bottom part will be the result.

The template may consist of fields with any formatting.

Add field

To add a field, click on the combobox Field:
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e

Field Title
| v | | SafePar

GroupMame Seperated Fh Enter
GroupMarne
[ternMame

URL

URL-link
Email/Username
Password

Extra
LeginSequence
Expire date
Motes

Here you will find all the fields you can save to an item.

For each item, the template is executed. Because this is not always desirable for GroupName you
can choose GroupName Seperated; then the Groupname will only be displayed at the beginning of
a Group.

If you want to jump to a new line in output, you must explicitly end the previous line with the
[ENTER] code except for Groupname Seperated because it has an implied Enter.

Format

To format a field, use the buttons at the top left of the template:

A

Field [« Title  [+]B

| w | | SafePass: Sumrr

Template B | U Tab Enter HR

If you are done with the formatting, you must explicitly turn it off (so usually behind the field).
Example

We will create a template with the following output:
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|SafePass: Summary of groups and items:

Email
Hotmail

hitpifwww.hotmail. com
GSM
Huawei

Internet
Facebook
www.facebook.com
Google

hitp:iiwww.google.nl
Netwerk
Windows

The report starts with the title (checked at the top).

Then the group name is shown one time in bold.

Under the group name, the name of the item is italicized and indented.
Below is the url underlined and indented.

The template looks like this:

Template B | U Tab Enter HR

[E][GreupMame Seperated][/B]
[TAB][[ltemMame][/1][EMTER]
[TAB][TAB][UN[URL][/UIEMTER]

The code [B] represents Bold On. The code [/ B] for Bold Off. The I for Italic and the U for
Underline.

The code [TAB] causes an indent. With the Spin button 'Tab =' you can determine the size of the
indent.

The [ENTER] code creates a new line.

Other possibilities

The check mark Title indicates whether you want a title above the report. Below you can change
the title.

The check marks bold, italics, and underscores are the formatting options for the title. With HR,
there is a horizontal ruler under the title.

You can count the list.
Choose the desired count from the Numbering list.

Use the Clean button to clear the template.

With the Open button, you load a template from disk (by default, four templates are included; look
in the installation folder).

The Save button allows you to save a template to disk.

The Close button closes this window.

With the Fill button, fill out the report with the above template.

The Print button allows you to send the report to a printer. TIP: This option is (yet) unreliable; save
the layout to disk and print it with another program.

With the combobox Font, choose a Font for the report (hereafter you must click the Fill button to
see the result).

With the spin button Size, choose the font size in percentages.
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The Save button allows you to save the layout as html or as a txt file.
The Source button allows you to change the source code of the print. The caption then changes to
Target:

Fill | | Print| | Arial vl |75 = % Pins | | Save | [1CSS Open

Avrial
<html=
<head>
«<title> SafePass: Summary of groups and items: <//title>
<style>
body{font-family:Arial;font-size:73%;}
table{font-family:courier new:font-size:30%; border-collapse:collapse;border: 1px solid;width:50%;}
thitext-align:left;padding-left:3px; }
td{padding-left:3px}
hr{border-stylessolid; border-width: Tpxg}
< /style>
</head>
<body>

<b>5afePass: Summary of groups and items:</b> <br/><br/>

<b=Email<br/>

</b>&nbsp;&nbsp; &nbsp; <i>Hotmail</i> <br/>

Binbsp; &inbsp; 8inbsp; Binbsp; Binbsp; inbsp; < u= http:/fwww.hotmail.com</u> <br/>

The Target button returns to the layout; the changes in the source are implemented. The changes
will be overwritten after pressing the Fill button.

The CSS checkbox lets you use your own css file. When checked, you can open the css file using
the Open button.

You can copy the layout (or selection) to the clipboard using Ctrl+C or with the right mouse button.
You can use activated URLs in the layout. Then work in the template with something like: <a
href="[URL]"> [URL] </a> OR use the URL-link field.

Pins

For those who find it difficult to remember a PIN, use the Pins option.
When you click the Pins button, you get the following output:

Fill | |Print| | Arial v |75 5| % | Source | | Pins
Arial

pin:5678

code GOLD

Pin for GSM.Huawei:

A B C D E F c H I J K L M
N o 1] Q R s 17 u v W X v4 Z
4] 3 5 5 4 2 5 b} b} 3 1 3 4]
a8 [ [ 3 1 e 2z 7 4 4 5 1 1
5 3 3 [u] 3 z 4 a 1 5 5 7 [u]
El El El =] 8 1 1 P i) 8 2 El El

It goes like this:

Your mobile phone's pincode is 5678. The code word is GOLD.

In the box you will see the letters of the alphabet.

The first digit of the PIN is in the first line of numbers under the G,

the second digit of the PIN is in the second line of numbers under the O, etc.

So you only have to remember your code word.
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This way you can safely keep your PIN at the device (of course, only the box !!).

The code word is saved by the password and in the Extra box you enter "pin":

-~ SafePass [new file*] - O
File Groups Items Options Help
Qj@|@ﬂ|%m@@|%m@|=% |6|x Registered.
Groups | Items Standard | Other
Email Huawei ]
URL
Internet C
Metwerk
Username (or email-address)
C
Password c
5678:GOLD
0%
Cp
Excepted characters
T
Extra
pin C
Login sequence
Wz| |Logon
StealthMode = On Brute Force Protection = On (excl. Safe) 13-09-2017

The password syntax is: <pincode>;<code-word>.

From version 4.3 the pincode may have any length; the code-word must, of course, be as long as
the pincode.
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Other possibilities

Below you will find an overview with a brief description of the other possibilities of this program.
New

Under the File menu, the option New (toolbar: 1st button) will create a new "clean" file. By default,
there are the Network and Internet groups. You can, of course, remove these.

Print

Under the File menu, the Print (toolbar: 4th button) option allows you to print all groups and items
(groups and items are sorted).

Print font

Under the File menu, the Print font (toolbar: 5th button) option allows you to customize the font of
the printout.

Export

Under the File menu, you find the Export option. This allows you to export the current file to XML
format; the export file is in the same folder as the current file under the same name but with the .
xml extension. Be careful because the export file is in text format, so the passwords are just
readable.

From version 4.6 you can first select the groups you want to export:

= Choose Groups

Email
Gsm
Internet
Metwerk
Webshops

Select all Deselect all

oK Cancel

Import

Under the File menu, you find the Import option. This option allows an export file to be read. After
completion, the program will ask to delete the import file.
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Exit
Under the File menu, the Exit (toolbar: 18th button) option will allow you to exit the program.

Language

Under the Settings menu is the Language option. Here you can choose Dutch (toolbar: 14th
button) or English (toolbar: 15th button).

Settings
Under the Options menu is the Settings option. This opens a screen with default settings:

= Settings

General | Shortcuts | Brute Force Protection | Stealth

Standard pause SMode

2s W Middle W
[+*] Automatic search to updates [+#] Groups sorted

Update interval ltems sorted
1 d
* permaan v [+] Message on date

Language expireing

Engels W Protection (Ctrl+L)

[+/] Automatic After 15 == minutes

On minimize
Workfolder

o |[_comee |

In this window you can:
Set the default pause (i.e., the pause after the URL is activated)
Automatically search for an update of the program and set how often it should take place
Choose the Language
Set up the Workfolder. If it is empty, the Windows default will be taken ([drive]:\\Users\[user]
\AppData\Local\SafePass)
Set SMode. This is the extent to which you receive natifications from SafePass
Indicate whether the Groups/Items should be sorted
Whether you want a naotification when an expiration date is exceeded

On the keyboard shortcuts, you can redefine the shortcuts of the URL and Username field:
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= Settings

General shortcuts | Brute Force Protection | Stealth

URL box Usernarme or email box

':tr|+ D_l'fF-I LCOm ':tr|+ D_l'fF? Com
Ctrl+E/F2 | edu Ctrl+E/F2 edu
Crl+H/F3 | bt/ Ctrl+MN/F3 nl

Ctrl+MN/FS | g Ctrl+Shitf+G/F10) @gmail.com
Crl+5/F3 | hitps:// Ctrl+Shift+ H/F11| @hotmail.com
Crl+WIFB| . Ctrl+Shift+ K/F12) @kpn.nl

o[ coee |

From version 4.4, the Settings window has been completely renewed and has become a lot

clearer:
= Settings

4|General General
Standard pause Standard pause
i Sorting :
Protection Sorting
: Motifications Protection

Language Motifications

- Updates
.. Workfolder Language

4 Shortcuts Updates
URL box Workfolder
i Username or email box

4 Brute Force Protection
| L SMTP settings
4 Stealth

i Keyboard

Cancel
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Settings

4 General Keyboard
KeyboardSize
()25 @30 (35
D40 O4s O350

Updates
- Workfolder

4 Shortcuts
i URL box
.. Username or email box

4 Brute Force Protection
| L SMTP settings

Keyboard Animation
Enlarge keys

Show keys bold

[/] Laat character visible

Animaticn time
0.5 w| sec

65

4 Stealth
| Keyboard Program F-keys

Cancel

Search for update

Under the Options menu, you find the Search for Update option, which allows you to search for a
newer version of this program. If this is the case, you will be able to download this newer version
and install it if you wish.

Copyright

The Help menu contains the Copyright option (toolbar: 17th button) where you can view the creator
and the version number of the program.

Commercial

Under the Help menu, the option Commercial (toolbar: 16th button) lets you see (random)
advertising in a separate window. This happens occasionally automatically when you are not
registered (if you don't have a payed license).

Registrer

Under the Help menu, you find the Register option. With this option, you visit the HIGSoft website
where you can fill in a registration form. When you are registered you will receive an emalil
containing two codes. These are entered using the Enter Codes option (under the Registration
option).

Copy Login sequence

It is possible to copy the Login sequence to another item. Right-click Login sequence and select
Select All and then Copy.

Go to another item and click the mouse in the field Login sequence. Right-click and choose the
Paste option.

Move Item

You can move an item using Drag & Drop. Click the left mouse button on an item and drag it to the
Groups list. Release the left mouse button on the Group where you want to move the item.
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You can not move an item to the same group.
The new group can not already contain an item with the same name.
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Register

You can use the program for free. You have almost all functionalities available.
However, advertisements appear occasionally.

The excluded functionalities are:

Using Stealth Mode (+ Virtual Keyboard)
Use of Brute Force Protection (+ safe)
Save print templates

Save print output

Export

Import

Details Have | Been Pwned

To get rid of this (mandatory) advertisement and / or to use all functionalities, you can register via
HJGSoft's website. This costs a little money, but this encourages the creator to proceed with this
project. After the registration is complete, you will receive an email containing two codes that you
can enter via the menu Help-->Register-->-Enter codes. After that, you use a registered version
and are released from the advertisement.
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